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SHEERING VILLAGE HALL CCTV SAFEGUARDING POLICY
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CCTV POLICY AND OPERATING PROCEDURE

Policy owner: Sheering Village Hall Charity number 301393
Premises: Sheering Village Hall
Adopted by: Sheering Village Hall Management Committee
Date of adoption: 18th November 2026
Review date: 12 months after adoption
Version: 1.0

1. Purpose of the policy
Sheering Village Hall committee is committed to providing a safe and secure environment for people using Sheering Village Hall, including children attending Sheering Village Preschool CIC, employees, volunteers, hirers and members of the public.
The Village Hall operates a Closed-Circuit Television (CCTV) system to:

· Protect the Village Hall building, equipment and property.
· Deter and detect crime, vandalism, theft and unauthorised access.
· Assist in investigating security incidents.
· Support the safety and security of people using the premises.
· Protect the interests of the Parish Council and Village Hall and its insurers.

CCTV is intended primarily as a security measure. It is not intended to provide routine surveillance of children, preschool employees, volunteers, hirers or other building users.
The Village Hall Committee recognises that the presence of a preschool creates particular responsibilities concerning children’s privacy, safeguarding and data protection.

2. Scope
This policy applies to:
· All CCTV cameras installed within or outside Sheering Village Hall.
· All recorded images and associated information.
· Village Hall/Parish Council clerks and authorised personnel who have access to CCTV footage.
· Contractors and service providers who install, maintain or support the CCTV system.
· Any third party authorised to receive CCTV recordings.

The policy applies throughout the year, including periods when the preschool is operating and when the hall is used by other community groups.

3. Responsibility and data controller
Sheering Village Hall management committee is responsible for the management and operation of the Village Hall CCTV system.
The committee will determine and document the purposes and means of CCTV processing and identify the appropriate data controller arrangements.
The Village Hall committee will:

· Ensure the system is operated lawfully and proportionately.
· Maintain this policy and associated privacy information.
· Restrict access to authorised personnel.
· Ensure recordings are stored securely.
· Respond to requests for access to footage.
· Ensure that footage is not used for purposes unrelated to the stated security objectives.

Where Sheering Village Preschool CIC has access to, or independently determines the purposes of, any CCTV processing, the respective responsibilities of the Parish Council and preschool will be documented in a written agreement.

4. Camera locations and restrictions
CCTV cameras have been installed in appropriate locations to protect the building and its users.
These are:

· External entrances and exits.
· The external perimeter of the building.
· The car park and access routes.
· The kitchen.
· The Internal corridors.


Preschool areas
The Parish Council recognises that the preschool operates from the main hall during term time.
The initial CCTV installation has been designed to avoid routine recording of the preschool’s teaching, play, eating and sleeping activities.
Cameras are not and will not be installed in:

· Toilets.
· Changing facilities.
· Areas where children are dressed or undressed.
· Staff changing or private rest areas.

Any proposal to install additional cameras within preschool rooms or other areas where children spend their time will require a separate assessment of necessity, proportionality, safeguarding implications and data protection risks.
The preschool will be consulted before any changes are made that could affect its activities or the privacy of children, parents or employees.
Camera positions will be reviewed to ensure that they do not unnecessarily capture neighbouring properties, private areas or activities unrelated to the security of the premises.
5. Audio recording
Audio recording will not be introduced internally without a separate documented assessment demonstrating a compelling and lawful justification, consultation with affected parties and formal Parish Council approval.
Audio recording is on externally.

6. Data protection and lawful operation
The Village Hall Charity will operate the CCTV system in accordance with:

· UK General Data Protection Regulation (UK GDPR).
· Data Protection Act 2018, as amended.
· Human Rights Act 1998, where applicable.
· Relevant Information Commissioner’s Office (ICO) guidance.
· Applicable surveillance camera guidance.

Before the system became operational, the Village Hall management committee has:

1. Document the specific purposes for which CCTV is used.
2. Establish and record an appropriate lawful basis for processing.
3. Complete a Data Protection Impact Assessment (DPIA), including consideration of the particular risks arising from the presence of young children.
4. Complete any necessary legitimate interests assessment, where that lawful basis is applicable.
5. Check whether the Village Hall’s ICO data protection fee registration arrangements need updating.
6. Publish an appropriate CCTV privacy notice.
7. Display clear CCTV warning notices at relevant entrances.

The Village Hall committee will ensure that the system only collects information necessary for its stated purposes.

7. Access to CCTV recordings
Access to live CCTV images and recorded footage will be restricted.
The Village Hall committee will appoint two authorised individuals to administer the system.
Access may be granted to:
· The Parish Clerk or designated CCTV administrator.
· The Village Hall manager, where authorised and necessary.
· Other specifically authorised officers or councillors where there is a legitimate operational requirement.
Access will not be routinely available to all Parish Councillors, Village Hall Committee members, preschool employees, volunteers or hirers.
The Parish Council will maintain a record of access to recordings, including the reason for viewing, date, person accessing the footage and any footage exported or disclosed.
Passwords must be secure and must not be shared.

8. Access by Sheering Village Preschool CIC
The preschool will not have automatic access to the Parish Council’s CCTV system or recordings.
Where a security incident occurs which may affect the preschool, the Parish Council may consider a request for relevant footage.
Any access or disclosure will be assessed on a case-by-case basis, taking account of:

· The purpose of the request.
· The lawful basis for disclosure.
· The privacy rights of children, parents and employees.
· Whether third parties can be protected through editing or redaction.
· Any safeguarding or police investigation requirements.

The preschool must not independently view, copy, download or distribute footage without the Village Hall Committee’s express authorisation.

9. Retention and storage of recordings
CCTV recordings will be stored securely using the system’s recording equipment or an appropriately secured cloud service.
The proposed standard retention period is 30 days, after which recordings will be automatically overwritten or securely deleted.
The retention period will be reviewed as part of the DPIA and confirmed as necessary and proportionate before the system is commissioned.
Where footage is required for a specific incident, it may be retained beyond the normal retention period where there is a lawful justification.
This may include:

· A reported crime.
· A safeguarding concern.
· An insurance claim.
· A formal complaint or investigation.
· A request from the police or another competent authority.

Such footage will be retained only for as long as necessary for the relevant purpose and then securely deleted.

10. Disclosure to the police and other authorities
The Village Hall Committee may disclose relevant CCTV footage to the police or other appropriate authorities where there is a lawful basis for doing so.
All disclosures must be authorised by the designated CCTV administrator or another authorised officer.



The Village Hall Committee will keep a record of:

· The authority requesting the footage.
· The reason for the request.
· The date of disclosure.
· The footage supplied.
· The person authorising the disclosure.

Footage will not be routinely provided to private individuals, circulated on social media or used for public identification of individuals.

11. Requests from individuals
Individuals have rights under data protection legislation in relation to their personal information.
Anyone wishing to request access to CCTV footage in which they appear should contact the Parish Clerk in writing.
Requests should include:

· The date and approximate time of the recording.
· The location within or around the hall.
· A description sufficient to identify the individual.
· Any additional information that will help locate the footage.

The Village Hall committee will consider requests in accordance with applicable data protection legislation, including the rights of other people appearing in the recordings.
Where appropriate, footage may need to be edited or redacted before disclosure.
The Village Hall committee will respond within the applicable statutory timescales.

12. Safeguarding and preschool arrangements
The Village Hall Committee recognises that the presence of young children requires particular care.
CCTV must not be regarded as a substitute for appropriate safeguarding procedures, staff supervision, safer recruitment, training or the preschool’s safeguarding policies.
The Village Hall committee will:

· Inform the preschool of the locations and purpose of relevant cameras.
· Ensure that cameras do not unnecessarily monitor children’s activities.
· Ensure that preschool staff understand the operation and limitations of the CCTV system.
· Consult the preschool on any proposed changes affecting its premises or activities.
· Ensure that any footage relating to a safeguarding incident is handled confidentially and appropriately.
· Refer safeguarding concerns through the appropriate safeguarding channels.


The preschool remains responsible for its own safeguarding policies and statutory early-years requirements.

13. Staff, volunteers and hirers
All employees, volunteers, regular hirers and other relevant users of the Village Hall will be informed that CCTV is in operation.
CCTV will not be used for routine staff performance monitoring or general observation of employees.
Any proposed use relating to a specific employment or disciplinary matter will require separate consideration of its necessity, proportionality and lawfulness.

14. Signage and privacy information
Appropriate CCTV warning notices will be displayed before people enter areas covered by the cameras.
Notices will explain:

· That CCTV is in operation.
· The purpose of the recording.
· The identity of the organisation responsible.
· How to obtain further information.
· Contact details for the Parish Clerk.

A full CCTV privacy notice will be made available at the Village Hall, on the Village Hall website and on the Parish Council website.

15. Maintenance and security
The Village Hall committee will ensure that:

· Cameras and recording equipment are maintained appropriately.
· The system’s date and time settings are accurate.
· Access is password protected.
· Software and security updates are applied.
· Any system faults or security breaches are reported promptly.
· Contractors are subject to appropriate confidentiality and data protection arrangements.

Any CCTV contractor or cloud storage provider processing personal data on behalf of the Village Hall Committee must be subject to an appropriate written data processing agreement.

16. Complaints
Anyone wishing to raise a concern or complaint about the operation of CCTV at Sheering Village Hall should contact the Parish Clerk.
Complaints will be considered by the Village Hall committee in accordance with its complaints procedure.
Individuals may also complain to the Information Commissioner’s Office.

17. Review
This policy will be reviewed annually by Sheering Village Hall committee or earlier if:

· The CCTV system is substantially changed.
· Additional cameras are installed.
· The preschool’s arrangements change.
· There is a significant data protection incident.
· Legislation or relevant guidance changes.

Any material changes to the system or its purposes must be assessed before implementation.

APPENDIX A
CCTV OPERATING PROCEDURE
The following procedure applies to anyone authorised to operate or administer the CCTV system.
1. CCTV footage must only be viewed for an authorised purpose.
2. Live images must not be routinely watched unless there is a specific operational need.
3. Recordings must not be copied onto personal devices.
4. Footage must not be shared through personal email, messaging applications or social media.
5. Footage must not be shown to unauthorised persons.
6. Any footage required for an incident must be preserved promptly before automatic deletion.
7. Every viewing, download or disclosure must be recorded in the CCTV access log.
8. Any suspected loss, unauthorised access or disclosure must be reported immediately to the Parish Clerk.
9. Access credentials must be withdrawn when an authorised person’s role ends.
10. Recordings must be securely deleted when no longer required.













APPENDIX B
CCTV ACCESS REGISTER
The Parish Clerk will maintain a register containing:

	Information
	Record

	Date and time accessed
	

	Name of authorised person
	

	Reason for access
	

	Camera/location
	

	Footage viewed or downloaded
	

	Disclosure made, if any
	

	Person authorising access
	





APPENDIX C
FORMAL POLICY APPROVAL
This policy was considered and adopted by Sheering Village Hall Committee at its meeting held on:
Date: ______________________
Minute reference: ______________________
Signed: ______________________
Chair of Sheering Parish Council/ Chair Sheering Village Hall Committee 
Next review date: ______________________
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